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Executive Summary

This document provides a sample impact analysis report for CAPE connected cars “Firewall update”
demonstration scenario (Vertical 1 - Scenario 2). In this scenario, a new version of the firewall is
available and needs to be deployed on platoon vehicles. From the certification point of view, if some
certified requirements are impacted then the new firewall version must be re-certified on vehicles.

The document describes the change (firewall update), and the modifications to the affected
developer evidences.
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Chapter 1 Introduction

In the SPARTA CAPE Vehicle to Infrastructure (V2I) firewall update scenario, a new version of the
firewall is available and needs to be deployed on platoon vehicles. The update is performed when
vehicles are not being driven. From the certification point of view, if some certified requirements are
impacted then the new firewall version must be re-certified on vehicles. This requires following the
certification process for the impacted parts.

For the purpose of this demonstration, the assumption is that we base this impact analysis
on preexisting accepted impact analysis reports and associated certification.

The TOE is composed of the platooning software (SafSecPMM) and the firewall that are installed in
platoon members as described in Figure 1 below.

Vehicle

Antenna | yemele  TOR
A : g
| VS | Fireanl ja—s]  SafSecPMM f:
VCM
HSM -
Sensors | | Actuators

Figure 1: Target of evaluation

The firewall TSF (TOE Security Function) is composed of the green modules in Figure 2.
Isbinfiptables — iptables config

Kernel

|
netfilter Kernel Modules

Metwork Interface Metwork Interface

Figure 2: details of the firewall component of the TOE?

! reference image: https://xerocrypt.wordpress.com/2013/08/26/what-exactly-are-netfilter-and-iptables/
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The configuration controls identifiers of the TOE are shown in the following Table 1.

Evaluated Configuration (current) Updated TOE Version (changes)
iptables - version 1.8.6 - 2020-10-31 iptables - version 1.8.7 - 2021-01-15
SafSecPMM - version x.y.z SafSecPMM - version x.y.z (no changes)

Table 1: Main TOE Changes

SPARTA D5.4 — Appendix G Public Page 2 of 28
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Chapter 2 Description of the change(s)

The following changes to the certified product are identified: the version of the Firewall component
has been updated?. The release notes below describe the changes for the new version of the firewall,
with the associated author:

Florian Westphal (4):

xtables-monitor: fix rule printing

xtables-monitor: fix packet family protocol

xtables-monitor: print packet first

xtables-monitor:

Pablo Neira Ayuso (2):
tests: shell: update format of registers in bitwise payloads.

configure: bump version for 1.8.7 release

Phil Sutter (21):

nft: Optimize class-based IP prefix matches

ebtables: Optimize masked MAC address matches
tests/shell: Add test for bitwise avoidance fixes

ebtables: Fix for broken chain renaming

iptables-test.py: Accept multiple test files on commandline
iptables-test.py: Try to unshare netns by default

libxtables: Extend MAC address printing/parsing support
xtables-arp: Don't use ARPT_INV_*

xshared: Merge some command option-related code
tests/shell: Test for fixed extension registration

extensions: dccp: Fix for DCCP type 'INVALID'

nft: Fix selective chain compatibility checks

nft: cache: Introduce nft_cache_add_chain()
nft: Implement nft_chain_foreach()

nft: cache: Move nft_chain_find() over

nft: Introduce struct nft_chain

nft: Introduce a dedicated base chain array
nft: cache: Sort custom chains by name
tests: shell: Drop any dump sorting in place
nft: Avoid pointless table/chain creation

tests/shell: Fix nft-only/0009-needless-bitwise_0
source: IPTables 1.8.7 changelog?®

2 Firewall rules are not updated

3 https://www.netfilter.org/projects/iptables/files/changes-iptables-1.8.7.txt
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Four changes in particular will be studied in this Impact Analysis Report (IAR) but the same process
should be followed for all the changes.

Here is the description of these changes :

1. xtables-monitor: fix rule printing: trace_print_rule does a rule dump. This prints unrelated
rules in the same chain. Instead the function should only request the specific handle.
Furthermore, flush output buffer afterwards so this plays nice when output isn't a terminal.

2. xtables-monitor: fix packet family protocol: This prints the family passed on the command line
(which might be 0). Print the table family instead.

3. nft: Optimize class-based IP prefix matches: Payload expression works on byte-boundaries,
leverage this with suitable prefix lengths. (discussion)

4. nft: Fix selective chain compatibility checks: Since commit 80251bc2a56ed ("nft: remove
cache build calls"), '‘chain' parameter passed to nft_chain_list_get() is no longer effective.
Before, it was used to fetch only that single chain from kernel when populating the cache. So
the returned list of chains for which compatibility checks are done would contain only that
single chain. Re-establish the single chain compat checking by introducing a dedicated code
path to nft_is_chain_compatible() doing so.

No changes to the development environment of the certified ToE have been identified.
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Chapter 3 Affected developer evidence

Regarding the changes to the product, and according to the Common Criteria Assurance Continuity
(see [8]), it is necessary to answer the following question to evaluate the affected developer

evidence.

e Has it affected the Security Target?
This part is described in the chapter 3.1.

e Has it affected the reference for the TOE?

In the Database described below, the components are identified as part of the TOE or not
and the issues are associated with the components.

Issues Impact on TOE

xtables-monitor: fix rule printing True
xtables-monitor: fix packet family protocol True
nft: Optimize class-based IP prefix matches |True
nft: Fix selective chain compatibility checks |True

Table 2: Issues impacting the TOE

e Has it affected the list of configuration items for the TOE?

In the same way, if the components are identified as part of the TOE, they are part of the

configuration items.

Issues Impact on configuration item

xtables-monitor: fix rule printing True
xtables-monitor: fix packet family protocol True
nft: Optimize class-based IP prefix matches |True
nft: Fix selective chain compatibility checks |True

Table 3: Issues impacting configuration items

e Has it affected any of the TSF abstraction levels, that is, the functional specification, the TOE

design, or the implementation representation?

During the analysis of the issue, the analyst must define if specifications are impacted.

SPARTA D5.4 — Appendix G Public
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Issues Impact on specifications
xtables-monitor: fix rule printing False

xtables-monitor: fix packet family protocol False

nft: Optimize class-based IP prefix matches |False

nft: Fix selective chain compatibility checks |False

Table 4: Issues impacting specifications

e Has it affected the architectural description (if the assurance baseline includes a component
from the ADV_ARC family)?

During the analysis of the issue, the analyst must define if the architecture is impacted.

Issues Impact on Architecture

xtables-monitor: fix rule printing False

xtables-monitor: fix packet family protocol False

nft: Optimize class-based IP prefix matches |False

nft: Fix selective chain compatibility checks |False

Table 5: Issues impacting the architecture

e Has it affected the mapping from the TSFI of the functional specification to the lowest level
of decomposition available in the TOE design (if the assurance baseline contains a
component from the ADV_TDS family), and to the implementation representation (if the
assurance baseline contains a component from the ADV_IMP family)?

During the analysis of the issue, the analyst must define if the interfaces are impacted.

Issues Impact on Interfaces

xtables-monitor: fix rule printing False

xtables-monitor: fix packet family protocol False

nft: Optimize class-based IP prefix matches |False

nft: Fix selective chain compatibility checks |False

Table 6: Interfaces affected
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e Has it affected the guidance documentation (if the assurance baseline includes a component
from the AGD class)?

During the analysis of the issue, the analyst must define if the manuals are impacted.

Issues Impact on Guidances

xtables-monitor: fix rule printing False

xtables-monitor: fix packet family protocol False

nft: Optimize class-based IP prefix matches |False

nft: Fix selective chain compatibility checks |False

Table 7: Manuals affected

e Has it affected the testing documentation, that is, the analysis of test coverage, the analysis
of the depth of testing or the test documentation (if the assurance baseline includes a
component from the ATE class)?

Yes (Test report is always modified as the tests are automatically performed as part of
DevOps. The evidence is automatically provided.)

e Has it affected the vulnerability analysis?

Yes (The threat model and the risk analysis are automatically updated by the Threagile*
threat modeling tool. The evidence is automatically provided.)

The model in the next figure is built upon different sources of information and allows to extract
information necessary for the Impact Analysis.

4 https://threagile.io/
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Component Component _Issue Issue
- > D e N D - > D S
: Name R RRREEEEEE Comp_ID Summary
Description Issue ID peemmemeee- / Description
TOE Ticket Status
Management ifimati
Ticket Sysiem Specification
Management Architecture
System
Interfaces
Manuals
Ticket !
Management |
System
Issues_Security
ID
Component _Security Security_Requirements| )
Issue D f----- -
D jrmmmmmmom o3 o ;
' | > < . Req_ID
feomeemeq Comp_ID Tag
H Impact
SecID  freemmeeemeeoees ‘ Requirements
Justification
Threat Model Threat Model
Risk analysis tools Risk analysis tools Threat Model

Risk analysis tools

Figure 3: Example database Impact Analysis information

Components are listed in the ticket manager where they are linked to issues corresponding to
changes to the software. Issues are in turn linked to security functional requirements in the Threat
Model and Risk Analysis tools.

Example for the ticket management service when using GitHub in Figure 4:

Code © Issues 4 Pull requests Actions Projects '3 Security Insights

Filters ~ t © Labels & P Milestones 0

@ Clear current sea

New behavior in case of communication lost | Guidelines | | Software

xtables-monitor: fix rule printing ' Software

xtables-monitor: fix packet family protocol | Software

nft: Optimize class-based IP prefix matches | Software

nft: Fix selective chain compatibility checks | Software

Figure 4: GitHub issues list

If we take as example issue #2 (see Figure 5), the information on the issue allows to make the link
between : the issues, the components impacted (iptables project) and the part of the project affected

[T

(here only “Software” but labels can be “Guidelines”, “Specification”, ...).
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xtables-monitor: fix rule printing #2

(© Open

ggi-cetic

trace_print_rule does a rule dump. This prints unrelated rules in the same chain. Instead the function should only request the
specific handle.
Furthermore, flush output buffer afterwards so this plays nice when output isn't a terminal.
Software

ggi-cetic led t Software in ipTables

ipTables

ggi-cetic m Software to Specification in ipTables 11

ggi-cetic € Specificatic Software in ipTables

ggi-cetic added t Software

ggi-cetic m Analys Development in ipTables 11

Figure 5: GitHub issue 2 details

3.1 Impact of the changes on the Security Target

To evaluate the impact on the changes of the Security Target, multiple steps were used.
First, here is an extract of some of the Security Functional Requirements (SFR) in the PP [2].

SFR Requirements
EDP ACE.11 Thg TSF shall enforce the access control to objects based on security
- attributes.
The TSF shall enforce rules to determine if an operation among controlled
FDP_ACF.1.2 : . X
- subjects and controlled objects is allowed.
EDP ACE.13 The_ _TSF shall explicitly authorise access of subjects to objects based on
- additional rules.
FDP_ACF.1.4 'rl'ur;stSF shall explicitly deny access of subjects to objects based on the
The TSF shall enforce the information flow control to limit the capacity of
FDP_IFF.4.1 | .~ . ) ) :
- illicit information flows to a maximum capacity.
FDP IEE.4.2 The TSF shall prevent the following types of illicit information flow : tcp shell
- or http shell.
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SFR Requirements

The TOE shall maintain an outgoing heart-beat data flow with other
platooning vehicles as specified below: From TOE to VCS (and then to
PMM_IF.1.1 |another vehicle TOE). Messages transmitted shall contain the following
data computed from the TOE vehicle sensors/algorithms: Vehicle unique
identifier - Vehicle speed - Direction - Geo-Position - Timestamp.

The TOE shall maintain an incoming flow with other vehicles informing the
TOE vehicle about emergency brake maneuvers as specified below: From
(another vehicle TOE to vehicle) VCS to TOE. Messages transmitted shall
contain the following data: Unique identifier of the vehicle to which the
emergency brake has been issued - Emergency brake identifier -
Timestamp - Digitally signed certificates.

PMM_IF.3.1

Table 8: Extract of Security Functional Requirements (SFRs)

In the database described above (see Figure 3), these requirements are associated with components
of the solution and an extract allow to visualize information:

Select Components.Name as Name, Security_Requirements.Tag as Tag
From Components, Security_Requirements, Component_Security

Where Component_Security.Comp_ID = Components.ID and Component_Security.Sec_ID = Security_Requirements.ID;

INET[) Tag

SafeSecPMM | PMM_IF.1.1

SafeSecPMM | PMM_IF.3.1

iptables FDP_ACF.1.1

netfilter FDP_ACF.1.3

netfilter FDP_ACF.1.4

netfilter FDP_IFF.4.1

netfilter FDP_IFF.4.2

iptables FDP_ACF.1.2

Table 9: Requirements per component of the TOE
Therefore, it is possible to extract only the requirements that are associated with components
impacted by the changes described in the chapter Description of the change(s).
Select Components.Name as Name, Security _Requirements.Tag as Tag
From Components, Security_Requirements, Issues_Security, Component_Issue, Issues

Where Component_Issue.Comp_ID = Components.ID and Component_Issue.lssue_ID = Issues.ID and Issues.Status = "Analysed" and
Issues.ID = Issues_Security.Issue_ID and Issues_Security.Req_ID = Security _Requirements.ID;

SPARTA D5.4 — Appendix G Public Page 10 of 28



D5.4 Appendix G - Impact Analysis - Vertical 1 - Scenario 2 SPARTA

Name Tag

iptables |FDP_ACF.1.2

netfilter |FDP_ACF.1.3

netfilter |FDP_ACF.1.4

netfilter |FDP_IFF.4.1

netfilter |FDP_IFF.4.2

iptables [FDP_ACF.1.1

Table 10: Filtered requirements per impacted components of the ToE
From these requirements, the Threat Modelling and risk analysis tools5 should be able to define the
impact with additional data from the analysis of the issue6.

Select Issues_Security.Issue_ID as Issue, Security Requirements.Tag as Tag, Security_Requirements.Requirements as Requirements,
Issues_Security.Impact as Impact, Issues_Security.Justification as Justification

From Security_Requirements, Issues_Security, Issues

Where Issues.Status = "Analysed" and Issues_Security.Issue_ID = Issues.ID and Security_Requirements.ID = Issues_Security.Req_ID;

Requirements Impact Justification
The TSF shall enforce rules
to determine if an operation The changes to the code of ipTables
2 |FDP_ACF.1.2| among controlled subjects | False | do not affect security requirements as
and controlled objects is it concerns only display.
allowed.
The TSF ;hal_l enfarce ru_les The changes to the code of ipTables
to determine if an operation do not affect the security requirement
3 |FDP_ACF.1.2| among controlled subjects | False : -urity require
: ; as the requirement is not satisfied by
and controlled objects is .
this module.
allowed.
au;Z?iJSZCScZi! %)ngjckljt'gcts The changes impact netfilter in the
4 |FDP_ACF.1.3 , ) True implementation of the security
to objects based on )
o requirements
additional rules.
The TSF shall explicitly The changes impact netfilter in the
4 |FDP_ACF.1.4| deny access of subjects to | True implementation of the security
objects based on the rules. requirements

5 e.g. ThreatDragon, Threagile or the SPARTA SATRA risk analysis API
6 Issues can be found in the GitHub issue tracker: https://github.com/cetic/sparta/issues/
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Issue Tag Requirements Impact Justification
The TSF shall enforce the
information flow control to The changes impact netfilter in the
4 FDP_IFF.4.1| limit the capacity of illicit | True implementation of the security
information flows to a requirements
maximum capacity.
T??)”I) stli:nsrl[a”g);ec;ﬁ”itchhe The changes impact netfilter in the
4 FDP_IFF.4.2| . ng yp . True implementation of the security
information flow : tcp shell .
requirements
or http shell.
The TSF shall explicitly The change to the code of netfilter do
authorise access of subjects not affect the security requirement as it
> |FDP_ACF.13 to objects based on False is a compatibility change for checks
additional rules. only
The TSF shall explicitly The change to the _code of_ netfilter do_
: not affect the security requirement as it
5 |FDP_ACF.1.4| deny access of subjects to | False | . S
) is a compatibility change for checks
objects based on the rules. only
The TSF shall enforce the :
riormaton fowconwol o | | ThEEhange o e code of netfter do
5 FDP_IFF.4.1 Iw_mt the capacity of illicit | False is a compatibility change for checks
information flows to a onl
maximum capacity. y
The TSF shall prevent the The change to the code of netfilter do
5 FDP IFE4.2| . foIIOW|_ng types. of illicit False not affect the_s_e_curlty requirement as it
= - information flow : tcp shell is a compatibility change for checks
or http shell. only
The TSF shall enforce the The changes to the code of ipTables
2 |FDP_ACF.1.1| access control to objects | False | do not affect security requirements as
based on security attributes. it concerns only display.
The TSE shall enforce the The changes to the co_de of |p_TabIes
s do not affect the security requirement
3 |FDP_ACF.1.1| access control to objects | False . ; o
. . as the requirement is not satisfied by
based on security attributes. this module

Table 11: Impacted requirements

The Table 11 above justifies whether there is a real impact on requirements and provides reference

to evidence.
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Chapter 4 Description of the developer evidence
modifications

Description Produced by New impact

. OVAL CETIC firewall
1 | Security 2021-02- security (security version ADV, AVA
Profile 01 : i
policy officer) update
Configuration firewall
> | ciico 2020-01- and _ Gltle_1b-CI, version ALC
01 execution Ansible
| update
0gs
Remediation | 2020-01- Remediation | Vacinse , flrewall
3 : version ALC
logs 01 logs Loki
update
Release firewall
4 | PW Release | 2020-01- | |\ oot the | IPTables version ALC
notes 01 .
firewall update
Results of ,
. firewall
Vulnerability | 2020-01- the .
5 scans report | 01 vulnerability OpenSCAP | version AVA
update
scans
Dashboard firewall
g | Compliance | 2020-01- jof Foreman version ALC
status 02 compliance
update
checks
Issue firewall
7 | Change 2020-01- | yoscribing | Gitlab/GitHub | version ALC
request 03
the change update

Table 12: Developer evidences
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4.1 Evidence 1 - Security Profile

As a security profile, we use the OpenSCAP policy’ for CentOS 8, that describes security
requirements and associated checks that need to be satisfied on the TOE. The impact is that the
firewall integrity is now checked. The policy is composed of 3 elements?;

e the main OpenSCAP policy - ssg-centos8-ds-1.2.xml

o This is a datastream file containing multiple security check profile and the associated
checks. The profile chosen is “Standard System Security Profile for Red Hat
Enterprise Linux 8”. This file is publicly available on OpenSCAP website, and the one
used is in the svn repository.
e the tailoring file - ssg-centos8-ds-1.2-CETIC-tailoring.xml

o Thisis atailoring file created using the SCAP Workbench and based on ssg-centos8-
ds-1.2.xml file to tailor the checks for the vehicles as some of the checks performed
may not be relevant in our case

e the specific firewall rule - MyTest-ds.xml

o This is a datastream file developed with the eSCAPe (Enhanced OpenScap Editor)
that helps create Security Content Automation Protocol (SCAP) content files and
custom rules, in particular OVAL & XCCDF files.

o it checks the version of the firewall installed by verifying its sha value

4.2 Evidence 2 - Continuous integration and deployment

The TOE source code and target configuration is hosted on a git repository. Continuous integration
and deployment of the TOE is orchestrated by the Gitlab-Cl CI/CD engine as follows:

Build Test Deploy

Q
Q
Q

@ build-job @ deploy-integration @ deploy-production

Q
Q
Q

() publish-job (¥ notify-cert-evidences () vuln-analysis-producti...

Q
Q

@ static-code-test @ risk-analysis

Q

(¥) static-image-test

Q

@ vuln-analysis-integrati...

Figure 6: Continuous integration and deployment of the TOE - success run result

This provides an improved DevSecOps pipeline that can integrate with an incremental certification
method where the deployment is only allowed to proceed to the Deploy phase when no re-
certification is needed [4].

7 http://www.open-scap.org/security-policies/choosing-policy/

8 Available in the SPARTA svn repository at https:/sparta.technikon.com/03-WPs/WP5-Program-2-
CAPE/T54 Demonstration validation/Verticall Evidences/Assurance%20Continuity/1-SP/
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The impact is that the CI/CD process vulnerability analysis steps now include checks to verify the
firewall integrity.

The CI/CD run results are available in the Gitlab-Cl web dashboard and as a pdf format®.
The pipeline is divided in 3 phases:

e in the build phase, the firewall package is built, published to an artifact repository, and static
analysis security tests (SAST) are performed

e in the test phase, the software is deployed in a test environment and dynamic analysis
security tests (DAST) are performed, in our case it is a vulnerability analysis scan. At the end
of the test phase, risk and threat assessment can take place, and certification evaluator is
notified that the evidences are available for evaluation.

e in the deploy phase, the software is deployed in the production environment and additional
dynamic analysis security tests (DAST) are performed

Individual CI/CD executions details show the build and deploy steps of the TOE: execution status,
date, etc. See Figure 7.

9 Available in the SPARTA svn repository at https:/sparta.technikon.com/03-WPs/WP5-Program-2-
CAPE/T54 Demonstration validation/Verticall Evidences/Assurance%20Continuity/2-CICD
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@ 10 jobs for master in 1 minute and 38 seconds (queued for 4 seconds)

[ | latest

< edlfccfd @y

1M No related merge requests found.

Pipeline MNeeds Jobs 10 Tests 0

Status Name JobID Coverage

@ Build
#7294 & 00:00:09

build-job P sparta & Thour ;qo c
#7296 = 0000

publish-job [ parta ) & 1 hour gqo c
#7295 = 0000

static-code-test [ sparta § & 1 hour ago C

© Test
#7298 5 00:00:09

deploy-integration [ sparta & 1hour ;qo c
#7301 & 00:00:09

notify-cert-evidences D é’l fOHg(\iI:;qo C
#7300 & 00:00:00

risk-analysis [ Sparta & 1 hour ago c
#7297 & -00-

static-image-test [ sparta § & 1 hour ago c
#7299 & 0000

vuln-analysis-integration P sparta ) - %)OHgSI?gqo C

@ Deploy
#7302 & 00:00:09

& U, c
#7303 & 00-00

vuln-analysis-production [ sparta ) - ?Uh'g[é?gqo C

Figure 7: Details of a CI/CD execution

4.3 Evidence 3 - Remediation logs

Remediation logs are collected and available in the SPARTA SVN°, the remediation logs are
impacted because the change in firewall version will trigger a remediation to deploy the new firewall
version. The log file is a plain text file where each line corresponds to an event in the remediation

process and is structured as follows:

e timestamp of the event

10 https://sparta.technikon.com/03-WPs/W P5-Program-2-

CAPE/T54 Demonstration validation/Verticall Evidences/Assurance%20Continuity/3-REMEDIATION
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e log level corresponding to the severity of the event: DEBUG, INFO, WARNING, ERROR and
CRITICAL

e component that created the event, this can be a platoon member, vulnerability scanner
OpenSCAP or remediation tool Vacsine.

e information message provides details on the event

Figure 8 shows a more user-friendly way to view the log file in a web interface using the log
aggregation system Grafana Loki!. It shows a timeline of the events and provides filtering to explore
the logs.

(o) @ Explore _ Loki

Log labels ~ { ! csine4.log" Line limit

+ Add query D Query history @ Query inspector

1
o |1 1

info — warning debug

Time Unique labels Wrap lines ( Dedup *lnne Exact Numbers Signature

rule_Rule_oval MyTestrules_def 1]

le_Rule_oval MyTestrules_def_1]

Figure 8: Remediation Logs

4.4 Evidence 4 - Firewall release notes

Firewall release notes describe the changes included in the new version of the firewall. They are
available online as a text file, we have added some links'? to the issue tracker providing more details
for relevant changes.

1 https://grafana.com/oss/loki/

12 The release notes can be found in the SPARTA SVN at https://sparta.technikon.com/03-WPs/WP5-
Program-2-
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Florian Westphal (4):

xtables-monitor: fix rule printing

xtables-monitor: fix packet family protocol

xtables-monitor: print packet first

xtables-monitor:

Pablo Neira Ayuso (2):
tests: shell: update format of registers in bitwise payloads.

configure: bump version for 1.8.7 release

Phil Sutter (21):

nft: Optimize class-based IP prefix matches

ebtables: Optimize masked MAC address matches
tests/shell: Add test for bitwise avoidance fixes

ebtables: Fix for broken chain renaming

iptables-test.py: Accept multiple test files on commandline
iptables-test.py: Try to unshare netns by default

libxtables: Extend MAC address printing/parsing support
xtables-arp: Don't use ARPT_INV_*

xshared: Merge some command option-related code
tests/shell: Test for fixed extension registration

extensions: dccp: Fix for DCCP type 'INVALID'

nft: Fix selective chain compatibility checks

nft: cache: Introduce nft_cache_add_chain()
nft: Implement nft_chain_foreach()

nft: cache: Move nft_chain_find() over

nft: Introduce struct nft_chain

nft: Introduce a dedicated base chain array
nft: cache: Sort custom chains by name
tests: shell: Drop any dump sorting in place
nft: Avoid pointless table/chain creation

tests/shell: Fix nft-only/0009-needless-bitwise_0
source: IPTables 1.8.7 changelog®®

CAPE/T54 Demonstration validation/Verticall Evidences/Assurance%20Continuity/IPTables%201.8.7%20
changelog%20-%20details.pdf

13 https://www.netfilter.org/projects/iptables/files/changes-iptables-1.8.7.txt
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4.5 Evidence 5 - Vulnerability scans report

Vulnerability scans are defined to check if the firewall is enabled and configured with secure defaults
(e.g. no unneeded protocols or open ports allowed) using Mitre OVAL format (XML file) and
provided as input to the OpenSCAP vulnerability assessment tool. Reports are presented in Figure

9 (detailed report) and Figure 10 (Failed check on the firewall version).

Title

v Guide to the Secure Configuration of Red Hat Enterprise Linux 8

¥ System Settings
» Account and Access Control
» Installing and Maintaining Software
» File Permissions and Masks
¥ Network Configuration and Firewalls

v firewalld

¥ Inspect and Activate Default firewalld Rules

Install firewalld Package
Verify firewalld Enabled
¥ Configure Syslog
Ensure rsyslog is Installed

Enable rsyslog Service

Iptables_check

Rule ID xcedf_mytest_rule_Rule_oval_MyTestrules_def 1
Result

Multi-check rule no

QVAL Definition ID oval:MyTestrules:def:1

Time 2021-06-28T01:03:11

Severity unknown

Identifiers and References

Description File content that checks /shin for file named iptables

QVAL test results details

Figure 9: Extract of the OpenSCAP report

File hash test of path /sbin for files named iptables oval:MyTestrules:tst:1 m

Following items have been found on the system:

Filepath Path Filename

Ishinfiptables Ishin iptables

Figure 10: Firewall check failed because of hash mismatch

d21b039cdc7d33e6far27de503d9elad

Severity

medium

medium

medium

medium

91h678e6ccde5846h2a478e7h34c35c66e529519

Result

X

Vulnerability scan is based on the OpenSCAP policy for CentOS 8, that describes a series of checks
that need to be performed on the TOE. In this analysis, we consider the checks related to the firewall,

in particular we will check if it is enabled.

14 https://oval.mitre.org/
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The vulnerability scan report can be found as a html web page at https://sparta.technikon.com/03-
WPs/WP5-Program-2-

CAPE/T54 Demonstration validation/Verticall Evidences/Assurance%20Continuity/5-
VULNSCAN/scap_report.html

4.6 Evidence 6 - Compliance status

A Foreman global dashboard shows the status of the compliance for each host, and the details of
security scans executions (see Figure 11 and Figure 12) according to the compliance policies
configured in Foreman (see Figure 13).

The compliance status is impacted because the new firewall integrity check of the vulnerability scans
impacts the compliance status of the target hosts (rovers).

= . FOREMAN  Default Organization ~ Default Location ~ & & AdminUser ~

Qb [ A~ - I e |

0 sur 1 dans la sélection
Environnement

Alimentatioblom Systéme diexploitation ey Madéliser Groupe d'hates Dernier rapport Actions
@ spartadema catiche & CentOS 822004 ‘production Standard PC (i440F..  CETIC Foreman Test 1y 3 10 minutes ‘odiier
20 ~ | perpage THof 1 of 1

Figure 11: Sample Foreman dashboard showing the details of an host

Job invocations

x QSearch W ®ocumentation | [N

escription Search Query Status Succeeded Failed Pending Total hosts start

un scan for all openscap policies on host hostgroup = succeeded 7 days ago

name 7 days ago

aile:
succeeded n 7 days ago
name * (spar. ailed 7 days ago

hostgroup = 7 days age

hostgroup = failed 7 days ago

Jresult-xcedfxmi -—-report hostgroup = 7 days age
hostgroup = 18 days ago

hostaroup = 18 days ago

18 days ago
18 days ago
18 days ago
18 days ago
18 days ago
25 days ago
25 days ago
25 days ago
25 days ago

28 days ago

n scan for all openscap policies on host

28 days ago

20 ~  perpage 1-20 of 52 1 of3 > | »

Figure 12: OpenScap security scan logs dashboard in Foreman
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SPARTA

Pefault Organization v Default Location ~

Compliance Policies

Name Content
DevSecOps
DevSecOps Sp... y P
centos8
DevSecOps
test1
centos8
test2 myTest
DevSecOps
test_sdu
centos8

20 ~ perpage

x QSearch W~

Profile

PCI-DSS v3.21
Control Baseline
for Red Hat
Enterprise Linux
8

Standard
System Security
Profile for Red
Hat Enterprise
Linux 8

Standard
Standard
System Security
Profile for Red
Hat Enterprise
Linux 8

Tailoring File

None

CETIC tailoring

None

None

Q

& Admin User

PETTCENTS Il | @ Documentation

Effective
Profile

PCI-DSS v3.21
Control Baseline
for Red Hat
Enterprise Linux
8

Standard
System Security
Profile for Red
Hat Enterprise
Linux 8
[CUSTOMIZED]
Standard
Standard
System Security
Profile for Red
Hat Enterprise
Linux 8

1-4of 4

Figure 13 : Compliance policies

Actions

Dashboard = ~

Dashboard

Dashboard ~

Dashboard

1 of 1

v

The compliance policy presented in Figure 13 and named “test1” is a compliance policy based on a
publicly available CentOS policy*® which was tailored by us to fit our use case. It is based on a Red

Hat profile for Standard System.

The compliance policy presented in Figure 13 and named “test2” is a specific compliance policy
developed to check that the version of the Firewall installed is the version expected based on the

computation of an SHA verification.

Figure 14 presents the compliance policy report for all monitored hosts. Compliance reports for test
1 and test 2 policies on the rover are located in the SPARTA SVN at https://sparta.technikon.com/03-

WPs/WP5-Program-2-

CAPE/T54 Demonstration validation/Verticall Evidences/Assurance%20Continuity/6-COMPLIANCE/

15 Public policies can be found at https://www.open-scap.org/security-policies/choosing-policy/
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SPARTA

Compliance Reports > spartademo.ceticbe

Show log messages:

Al messages.

Message

Ensure that Root's Path Does Not Include World or Group-Writable Directories

Verify File Hashes with RPM
Configure Kerberos to use System Crypto Policy
Configure BIND to use System Crypto Policy

Configure Libreswan to use System Crypto Policy
Configure OpenSSL library to use System Crypto Policy
Configure System Cryptography Policy

Configure SSH to use System Crypto Policy

Ensure gpgcheck Enabled In Main yum Configuration
Ensure Software Patches Installed

Ensure All SUID Executables Are Authorized

Ensure All SGID Executables Are Authorized

Back || Detete || Host detaits | |[ERRTRIIRSSRY | Dovnload XML in baip || Download HTML

Reported at Jun 27, 01:06 AM for policy test | through spartademo.cetic.be

Resource
xcedf_orgssgproject.content_rule_accounts_root_path_dirs_no_write
xcedf_orgsssgproject.content_rule_rpm_verify_hashes
xcedf_orgssgproject.content_rule_configure_kerberos_crypto_policy
xcedf_orgssgproject.content_rule_configure_bind_crypto_policy
xeedf_orgssgproject.content_rule_configure_libreswan_erypto_policy
xcedf_org:ssgproject.content_rule_configure_openss|_crypto_policy
xcedf_org:ssgproject.content_rule_configure_crypto_policy
xcedf_org:ssgproject.content_rule_configure_ssh_crypto_policy
xcedf_org:ssgproject.content_rule_ensure_gpgcheck_globally_activated
xcedf_orgssgproject.content_rule_security_patches_up_to_date
xcedf_org:ssgproject.content_rule_file_permissions_unauthorized_stid

xcedf_orgssgproject.content_rule_file_permissions_unauthorized_sgid

Ensure No World-Writable Files Exist xcedf_orgssgproject.content_rule_file_permissions_unauthorized_world_writable

Disable the Automounter xeedf_orgssgproject.content_rule_service_autofs_disabled
Add nosuid Option to /dev/shm xcedf_org:ssgproject.content_rule_mount_option_dev_shm_nosuid
Add nodev Option to /dev/shm xcedf_org:ssgproject.content_rule_mount_option_dev_shm_nodev
Ensure rsyslog s Installed xcedf_org:ssgproject.content_rule_package_rsyslog_installed
Enable rsyslog Service xcedf_org:ssgproject.content_rule_service_rsyslog_enabled
Disable Autematic Bug Reporting Tool (abrtd) xcedf_org:ssgproject.content_rule_service_abrtd_disabled
Disable ntpdate Service (ntpdate) xcedf_org:ssgproject.content_rule_service_ntpdate_disabled
Disable Odd Job Daemon (oddjobd) xcedf_orgsssgproject.content_rule_service_oddjobd_disabled

Disable Apache Qpid (qpidd) xcedf_orgssgproject.content_rule_service_gpidd_disabled

o
F
1

Disable Network Router Discovery Daemon (rdisc) xeedf_orgssgproject.content_rule_service_rdisc_disabled

Report Metrics Report Status

95.6% 2

Passed o

— Rule R
passed othered Fated

Figure 14: Compliance Policy report - All hosts

4.7 Evidence 7 - Change request

Severity

failed
othered
passed

Total

Actions

Hosts faiing thisruie [ -
Hosts faling thisrula | «
Hosts faiing thisrula | +
Hosts faling thisrule | -
Hosts faing thisrule | +
Hosts faing thisruie | -
Hosts faing thisruie | -
Hosts faing thisruie | -
Hosts faling thisruie | -
Hosts faiing thisruie | -
Hosts faiing thisrule | -
Hosts faiing thisrula | +
Hosts faing thisrula | -
Hosts faiing thisrule | -
Hosts faling thisrule | +
Hosts faing thisruie | -
Hosts faing thisruie | -
Hosts faling thisruie [ -
Hosts faiing thisruie | -
Hosts faiing thisrule |
Hosts faiing thisruie [
Hosts faing thisrule | -

Hosts faing thisrule | +

The change request is described in the issue tracker as an issue in the issue tracker®. The Figure

15 shows the link between the issue and the associated change in the code (commit).

The impact is that the issue created for the change request will be automatically closed once the

system has been updated.

16 and is available as pdf in the SPARTA SVN at https://sparta.technikon.com/03-WPs/WP5-Program-2-

CAPE/T54 Demonstration validation/Verticall Evidences/Assurance%20Continuity/7-CHANGE/
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SPARTA > WPSdemo > Issues > #1

m Created 4 minutes ago by i Sébastien Dupont  Owner Close issue

Update rover firewall version 4

Version of IPTables needs to be updated from 1.8.6 to 1.8.7

Edited 3 minutes ago by Sébastien Dupont

To upload designs, you'll need to enable LFS and have an admin enable hashed storage. More information

Linked issues@ 0 +

0 0 ® Oldest first v Show all activity Create merge request v

Sébastien Dupont @sdu changed the description 3 minutes ago

Sébastien Dupont @sdu mentioned in commit 8bd68383 just now

Write  Preview B I <& =i 8
Write a comment or drag your files here..

Markdown and quick actions are supported & Attach a file
Comment |+ Close issue

Figure 15: Change request

The version change of the firewall is implemented in the CI/CD automated scripts, and can be
observed in the related configuration files and deployment logs. Figure 16 shows the difference in
the Ansible configuration file corresponding to the firewall version change in the source code
repository, this configuration is used by the Ansible role of Figure 17 to automatically deploy the
changes. Logs of the automated deployment of the new version of the Firewall are available in the
remediation execution logs.

Firewall version upgrade Browse files

¥ master

Sebastien Dupont committed 1 minute ago
1 parent 23cf5b3 commit ffacafed4368e82fe35a5b0e2ad42ad126ee8c2fbo

Showing 1 changed file with 1 addition and 1 deletion. Unified Split
v 32 Em Installation/ansible/roles/cacc_platoon/vars/main.yml [°)
X @e -3,5 +3,5 @@
apt: apt:
versions: versions:

ros; ‘11.5:0" ros: "1.5.6"

iptables: "1.8.6" + iptables: "1.8.72"

cacc-platoon: "1.0.1" cacc-platoon: "1.0.1"

Figure 16: Change of version in the automated deployment configuration
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# tasks/main.yml
# This Ansible role describes the automated steps for

# upgrading software on the vehicles

- name: Stop driving
description: Leave platoon
shell: vehicle_shutdown.py

- name: Install software packages in the car
apt:
pkg:
- ros-foxy-ros-base={{ apt.versions.ros }}
- iptables={{ apt.versions.iptables }}
- cacc-platoon={{ apt.versions.cacc-platoon }}

- name: Resume driving
shell: vehicle_resume.py

Figure 17: Automated update playbook

4.8 Unchanged or out of CC scope

Some developer evidences are not impacted or not part of CC, we list those here for context.

NETGE Date Description Produced by  New impact Classes
ST/PPY" | 2021-02-01 | Protection CETIC firewall version | ASE

Profile (security update

officer)

TOE 2020-03-01 | Architecture CETIC firewall version | ADV,
Design document (architect) update
Functio | 2020-01-01 | Software CETIC firewall version | ADV,
nal Requirements | (analyst) update
specific specification
ation
Risk 2020-01-03 | Risk SATRA firewall version
assess assessment update
ment report
Threat 2020-01-03 | Threat model | Threagile firewall version
analysis and analysis update

Table 13: Unchanged or out of scope evidnces

17 For the purpose of our demonstration, we approximate the security target to the protection profile.
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4.8.1 Security Target / Protection profile

See D5.4 Appendix F - Protection Profile for a Safety and Security Platooning Management Module
including a firewall — [6].

4.8.2 TOE design
Architecture document - SPARTA D5.2 and D5.3 architecture sections for vertical 1, scenario 2 - [7].

4.8.3 Functional Specification
SRS - SPARTA (D5.1,) D5.2 and D5.3 requirements sections for vertical 1, scenario 2 - [7].
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Chapter 5 Conclusion and summary

This document provided a sample impact analysis report for CAPE connected cars “Firewall update
demonstration scenario (Vertical 1 - Scenario 2). In this scenario, a new version of the firewall is
available and needs to be deployed on platoon vehicles.

The document describes the change (firewall update), and the modifications to the affected
developer evidences:

the security profile

the CI/CD pipeline

the logs for remediation activities
the firewall release notes

the vulnerability scan reports

the compliance status

the change request
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Chapter 6 List of Abbreviations

Abbreviation ‘ Translation

CcC Common Criteria

IAR Impact Analysis Report

PP Protection Profile

SFR Security Functional Requirement
SP Security Policy

ST Security target

TOE Target Of Evaluation

V2| Vehicle to Infrastructure
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