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Chapter 1 Introduction

1.1 Document Overview

This document describes the test cases for evaluating the correctness of the platooning (security)
requirements elicited for the basic scenario (also known as Scenario 1) of the Connected and
Cooperative Car Cybersecurity” vertical project (also known as Connected Car Vertical or Vertical
1).

The platooning requirements are described in Protection Profile document [5]. These requirements
have been implemented in the model-based engineering tool AutoFOCUS3 (AF3 for short) [7]. We
have evaluated the correctness of such requirements by means of simulations and by means of
experiments (as documented in D5.2 [4] and D5.3 [6]). The test cases described in this document
focuses on the evaluation performed by means of simulation.

To evaluate the correctness of such requirements, we specify inputs for each requirement and
observe the output results to test compliance with the requirement. We run the test cases with the
help of the Simulator View of AF3.

The remainder of this document is structured as follows:

e Chapter 1 Introduction is the current section presenting the objectives, scope and structure
of the document.

e Chapter 2 Test preparations, presents AutoFOCUS3 in a nutshell as well as software
needed for running the tests cases.

e Chapter 3 Test descriptions, details the different test cases to be executed and their results.

e Chapter 4 Test Summary Coverage shows the completeness of tests coverage.

SPARTA D5.4 - Appendix B Public Page 1 of 36
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Chapter 2 Test preparations

2.1 System overview

The Connected Car Vertical (Vertical 1) has been fully described in D5.2 [4]. In this section, we
provide an overview of the case study description, focusing on the first scenario, named “Basic
Scenario”.

The goal of the Connected Car Vertical is to advance the cyber-security of connected vehicles driving
in platoon mode. A platoon is a sequence of vehicles as depicted by Figure 1, that it is composed by
a leader vehicle and a sequence of followers.

Each vehicle in the platoon communicates using dedicated communication channels. Moreover,
each vehicle in the platoon possesses sensors, such as cameras, distance sensors, enabling a
highly automated mode of operation. Indeed, when formed, the platoon requires only driver
supervision.

ACC ACC/Platoon
4 o
O C ol
:(\" O
Follower 3

0=—=0 >>> 0==0 )>> 0=0 Q)>> O—=07);

Figure 1: Platooning scenario

We consider a platoon of three members, with one leader and two followers using Cooperative
Adaptive Cruise Control (CACC). All cars have exactly the same hardware and the same platooning
software but with different configurations.

The platoon vehicles navigate on the circuit designed.

The vehicles can communicate each other thanks to a WiFi 802.11n access point.

2.1.1 AutoFOCUSS

AutoFOCUS3 (AF3 for short) is a model-based engineering tool for safety-critical systems [7]. AF3
supports the design, development and validation of safety-critical systems in many development
phases, including architectural design, and implementation.

AF3 enables the specification of, e.g., the logical architecture of the system that includes
components and channels. For each component specified, AF3 provides two ways to specify the
behaviour of such components, namely code specification or automaton specification. Code
specification allows one to specify the behaviour of components in a C-like language, and automaton
specification in a graphical state automaton diagram with states and transitions between states. The
architecture as well as the behaviour of the platoon vehicles have been designed in AF3.

AF3 provides a way to validate the behavior of components by means of simulation. Figure 2
illustrates the AF3 simulation perspective. It simulates the behavior of ComponentB that has a very
simplistic implementation to increment integer values. To run the simulations, one needs to manually
provide the input values for components (see value 3 for input port inputB). The result of the
simulation is shown on the right-hand side of Figure 2, i.e., the output computed by ComponentB is
4 (see output port value for outputB).

SPARTA D5.4 - Appendix B Public Page 2 of 36
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We use the AF3 simulation perspective for validating the platooning requirements elicited for the
basic scenario, as shown in the next chapter.

Mo 11:07

s 7 AutoFOCUS 3 - "Phoenix” 2.19 ~

AUtaFOCUS 3 - "Phoenix” 2.19
File Edit Tutorial Help
of J | e~
© simulation Navigator FX & * O | 2= components In-/Output 5 | @ Components simulation.

> 2|2 W |Speed  + |1 Input Port Current t Next Hold

—
@ Componentd

Figure 2. lllustration of the AF3 Simulator View

2.1.2 Software preparation

The test cases presented in the next chapter are performed in AutoFOCUS3 using the CACC model
designed by FORTISS. To run the test cases, the following tests are needed:

Download the binary of AutoFOCUS3 available at [7]

Download the CACC model available at [8]

Open AutoFOCUS3

Import the CACC model into AutoFOCUS3

The behavior of any component of the model can be simulated. In order to execute a
simulation, select a component in your Modelling Perspective, open the context menu (by
right-clicking on it) and choose “Run Simulator”. In the next chapter, we make explicit what
component shall be simulated.

ardPE
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Chapter 3 Test descriptions

Table 1 shows the requirements that have been implemented for the Scenario 1 in AutoFOCUS3.
The next sections describe the tests cases elaborated to evaluate the correctness of the
implemented requirements.

Req. Id Short Description

PMM IE.1 Mai_n_tain _heart-beat data (vehicle identifier, speed, direction, geo-
- position, timestamp) to VCS

PMM_IF.2 Maintain heart-beat data from VCS

PMM_IF.3 Maintain incoming emergency brake information flow from other vehicles

PMM_IF.4 Maintain outgoing emergency brake information flow to other vehicles

PMM_IF.5 Maintain data from VCM

PMM_IF.6 Maintain data to VCM

PMM_PC.1 Data passes all VCS plausibility checks

PMM_PC.2 Data passes all VCM plausibility checks

PMM_VCS-HPC.1 Maintain heart-beat data history

PMM_VCS-HPC.2 Heart-beat message consistent to the history

PMM_VCS-HPC.3 Emergency brake consistent to the history

PMM_VCS-SPC.1 Maintain distances history

PMM_VCS-SPC.2 VCS message consistent to the distances history

PMM_VCS-SPC.3 Emergency brake consistent to distances history

PMM_VCM-HPC.1 Maintain sensor data history

PMM_VCM-HPC.2 Sensor message consistent to the history

Table 1: Requirements covered by AutoFOCUS3 in the Scenario 1

The test cases for PMM_VCM-HPC.1 and PMM_VCM-HPC.2 are equivalent to the test cases for
PMM_VCS-SPC.1 and PMM_VCS-SPC.2. Hence, the tests cases for PMM_VCM-HPC.1 and
PMM_VCM-HPC.2 are omitted in this report.

Remark: In the following, the terms “speed” and “velocity” has been used as interchangeable.

3.1 PMM_IF.1 TC1

Test case to validate the generation and the composition of a heartbeat (HB) data message.

3.1.1 Security Requirements addressed

PMM_IF.1

3.1.2 Test preconditions

The leader of the platoon and 1 follower shall be defined in the AF3 Simulator view (i.e., in the
platooninfoln as described in the Test Procedure). We refer to the leader as LDR and the follower
as FLW.
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3.1.3 Expected test results

FLW generates a HB message that includes the vehicle unigue identifier, the vehicle speed, and the
vehicle steering angle.

3.1.4 Criteria for evaluating results

The generated HB message is displayed in the AF3 Simulator view.

3.1.5 Test Procedure

The following steps will be carried out:

Open AF3 and import the modelled CACC project

Set the platoon state for “Follower” by clicking on the Platoon States component and selecting
the “Follower” state

Open the AF3 Simulator view for the Platoon Management component, and click on Platoon
Info

Define the input receiveMessageType.

o receiveMessageType: heartbeat() . This means that the received message is a HB
message.

Define the input platooninfoln that includes the following. Note that the numbers provided
below are examples only.

o amount: 2 (amount of vehicle platoons)

o id: 2 (unique identifier of FLW)

o leaderID: 1 (unique identifier of LDR)
Define the inputs Velocity and SteeringAngle.

o Velocity: 4.0 (speed of the vehicle)

o SteeringAngle: 11.00 (steering angle of the vehicle)
Define the input DistanceFront.

o DistanceFront: 10.0 (distance to the preceding vehicle)

Click on “Hold” for the defined inputs, i.e., receiveMessageType, platooninfoln, Velocity,
SteeringAngle and DistanceFront. This ensures that such values are kept throughout the
simulation.

Click on the yellow arrow on the left-hand side to execute one simulation step.

The output of the simulation is displayed on the right-hand side of the Simulator view. The
HB message can be seen in the output port platoonStoredNew.

3.1.6 Test Results

Check the output port platoonStoredNew, in particular the members id (it will contain the value 2)
Velocity (it will contain the value 4.0), and SteeringAngle (it will contain the value 11.00).

Status: PASSED WITH DEVIATIONS
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Deviations from test procedure

HB messages include the vehicle's unique identifier (id), vehicle speed (velocity), and direction
(steering angle). It does not contain Geo-Position and Timestamp. We have not modelled GPS,
especially because our rovers do not support GPS. Our model specifies the notion of tick (as an
integer number) for managing and scheduling when vehicles sent or received messages. However,
it does not record the actual time for when messages are, e.g., sent or received. Hence, we are not
considering timestamps in our simulations.

3.2 PMM_IF.1_TC2

Test case to validate the sending of HB messages.

3.2.1 Security Requirements addressed

PMM_IF.1

3.2.2 Test preconditions

The leader of the platoon and 1 follower shall be defined in the AF3 Simulator view (i.e., in the
platooninfoln as described in the Test Procedure). We refer to the leader as LDR and the follower
as FLW.

3.2.3 Expected test results

The generated HB message by FLW is sent to LDR.

3.2.4 Criteria for evaluating results

The HB message sent is displayed as output in the AF3 Simulator view.

3.2.5 Test Procedure

The following steps will be carried out:
e Open AF3 and import the modelled CACC project

e Setthe platoon state for “Follower” by clicking on the Platoon States component and selecting
the “Follower” state

e Open the AF3 Simulator view for the Platoon Management component, and click on Platoon
Info

¢ Define the input receiveMessageType.

o receiveMessageType: heartbeat() . This means that the received message is a HB
message.

o Define the input platooninfoln that includes the following. Note that the numbers provided
below are examples only.

o amount: 2 (amount of vehicle platoons)
o id: 2 (unique identifier of FLW)
o leaderID: 1 (unique identifier of LDR)

e Define the inputs Velocity and SteeringAngle.
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o Velocity: 4.0 (speed of the vehicle)
o SteeringAngle: 11.00 (steering angle of the vehicle)
o Define the input DistanceFront.
o DistanceFront: 10.0 (distance to the preceding vehicle)

e Click on “Hold” for the defined inputs, i.e., receiveMessageType, platooninfoln, Velocity,
SteeringAngle and DistanceFront. This ensures that such values are kept throughout the
simulation.

e Click on the yellow arrow on the left-hand side to execute one simulation step.

e The output of the simulation is displayed on the right-hand side of the Simulator view. The
HB message can be seen in the output port sendMessageType.

3.2.6 Test Results

Check the output port sendMessageType. This port will display followerMessage() as output. This
means that a HB message generated by FLW will be send to LDR.

Status: PASSED WITH DEVIATIONS

Deviations from test procedure

HB messages include the vehicle's unique identifier (id), vehicle speed (velocity), and direction
(steering angle). It does not contain Geo-Position and Timestamp. We have not modelled GPS (for
geo-position), especially because our rovers do not support GPS. Our model specifies the notion of
tick (as an integer number) for managing and scheduling when vehicles sent or received messages.
However, it does not record the actual time for when messages are, e.g., sent or received. Hence,
we are not considering timestamps in our simulations. We also assumed that the messages are
digitally signed and encrypted, but we do not model these in the platoon model.

3.3 PMM_IF.2_TC1

Test case to validate the reception of HB messages and its composition:
e Vehicle speed

Direction

Geo-Position

Timestamp

Digitally signed certificates

3.3.1 Security Requirements addressed

PMM_IF.2

3.3.2 Test preconditions

The leader of the platoon and 1 follower shall be defined in the AF3 Simulator view (i.e., in the
platooninfoln as described in the Test Procedure).We refer to the leader as LDR and the follower
as FLW.
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3.3.3 Expected test results

FLW receives a HB message generated by LDR.

3.3.4 Criteria for evaluating results

The HB message received by FLW is displayed as input in the AF3 Simulator view.

3.3.5 Test Procedure

The following steps will be carried out:

Open AF3 and import the modelled CACC project

Set the platoon state for “Follower” by clicking on the Platoon States component and selecting
the “Follower” state

Open the AF3 Simulator view for the Platoon Management component, and click on Platoon
Info

Define the input receiveMessageType.

o receiveMessageType: heartbeat() . This means that the received message is a HB
message.

Define the input platooninfoln that includes the following. Note that the numbers provided
below are examples only.

o amount: 2 (amount of vehicle platoons)

o id: 2 (unique identifier of FLW)

o leaderID: 1 (unique identifier of LDR)
Define the inputs Velocity and SteeringAngle.

o Velocity: 4.0 (speed of the vehicle)

o SteeringAngle: 11.00 (steering angle of the vehicle)
Define the input DistanceFront.

o DistanceFront: 10.0 (distance to the preceding vehicle)

Click on “Hold” for the defined inputs, i.e., receiveMessageType, platooninfoln, Velocity,
SteeringAngle and DistanceFront. This ensures that such values are kept throughout the
simulation.

Click on the yellow arrow on the left-hand side to execute one simulation step.

The output of the simulation is displayed on the left-hand side of the Simulator view. The HB
message can be seen in the input port receiveMessageType.

3.3.6 Test Results

Check the input port receiveMessageType. This port will display heartbeat() as input. This means
that a HB message has been received. The content of the HB message is displayed in the input port
platooninfoln. In particular, platooninfoln contains a broadcastPlatoon type with the unique 1D of
LDR (who sent the message), the LDR’s velocity, and LDR’s steering angle.

Status: PASSED WITH DEVIATION
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Deviations from test procedure

HB messages include the vehicle's unique identifier (id), vehicle speed (velocity), and direction
(steering angle). It does not contain Geo-Position and Timestamp. We have not modelled GPS (for
geo-position), especially because our rovers do not support GPS. Our model specifies the notion of
tick (as an integer number) for managing and scheduling when vehicles sent or received messages.
However, it does not record the actual time for when messages are, e.g., sent or received. Hence,
we are not considering timestamps in our simulations. We also assumed that the messages are
digitally signed and encrypted, but we do not model these in the platoon model.

3.4 PMM_IF.3_TC1

Test case to validate the reception of emergency brake messages (EB) and its structure.

3.4.1 Security Requirements addressed

PMM_IF.3

3.4.2 Test preconditions

The leader of the platoon and 1 follower shall be defined in the AF3 Simulator view.We refer to the
leader as LDR and the follower as FLW. .

3.4.3 Expected test results

The EB message sent from LDR is received by FLW.

3.4.4 Criteria for evaluating results

The received EB message is displayed as input in the AF3 Simulator view and FLW sets the variable
EB to true.

3.45 Test Procedure

The following steps will be carried out:
e Open AF3 and import the modelled CACC project

e Setthe platoon state for “Follower” by clicking on the Platoon States component and selecting
the “Follower” state

e Open the AF3 Simulator view for the Platoon Management component, and click on Platoon
Info

¢ Define the input receiveMessageType.

o receiveMessageType: heartbeat(). This means that the received message is a HB
message.

e Define the input platooninfoln that includes the following. Note that the numbers provided
below are examples only.

o amount: 1 (amount of vehicle platoons — in our model amount equals to 1 means that
LDR has triggered an emergency brake)

o id: 2 (unique identifier of FLW)
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o leaderID: 1 (unique identifier of LDR)
o Define the inputs Velocity and SteeringAngle.
o Velocity: 4.0 (speed of the vehicle)
o SteeringAngle: 11.00 (steering angle of the vehicle)
e Define the input DistanceFront.
o DistanceFront: 10.0 (distance to the preceding vehicle)

o Click on “Hold” for the defined inputs, i.e., receiveMessageType, platooninfoln, Velocity,
SteeringAngle and DistanceFront. This ensures that such values are kept throughout the
simulation.

e Click on the yellow arrow on the left-hand side to execute one simulation step.

¢ The output of the simulation is displayed on the right-hand side of the Simulator view. The
evidence that FLW has received an EB message can be seen in the output port EB.

3.4.6 Test Results

Check the output port EB. It has been set to true. This means that FLW1 will stop the vehicle
following the EB message received by LDR.

Status: PASSED WITH DEVIATION
Deviations from test procedure

EB messages include the ID of the vehicle that triggered the emergency brake. It does not contain
Timestamp. Our model specifies the notion of tick (as an integer number) for managing and
scheduling when vehicles sent or received messages. However, it does not record the actual time
for when messages are, e.g., sent or received. Hence, we are not considering timestamps in our
simulations. We also assumed that the messages are digitally signed and encrypted, but we do not
model these in the platoon model.

3.5 PMM_IF.4 TC1

Test case to validate the generation and the composition of EB messages.

3.5.1 Security Requirements addressed

PMM_IF.4

3.5.2 Test preconditions

The leader of the platoon and 1 follower shall be defined. We refer to the leader as LDR and the
follower as FLW.

3.5.3 Expected test results

An EB message is generated by LDR, including broadcastPlatoon message that contains information
from all vehicles in the platoon (i.e., unique ids, velocity, steeringAngle and position)
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3.5.4 Criteria for evaluating results

The generated EB message is displayed as output in the AF3 Simulator view.

3.5.5 Test Procedure

The following steps will be carried out:
e Open AF3 and import the modelled CACC project

o Set the platoon state for “Leader” by clicking on the Platoon States component and selecting
the “Leader” state

e Open the AF3 Simulator view for the Platoon Management component, and click on Platoon
Info

o Define the input receiveMessageType.

o receiveMessageType: heartbeat(). This means that the sent message is a HB
message to followers in the platoon (i.e., to FLW). .

e Define the input platooninfoln that includes the following. Note that the numbers provided
below are examples only.

o amount: 1 (amount of vehicle platoons — in our model amount equals to 1 means that
LDR has triggered an emergency brake)

o id: 1 (unique identifier of LDR)
o leaderID: 1 (unique identifier of LDR)
e Define the inputs Velocity and SteeringAngle.
o Velocity: 4.0 (speed of the vehicle)
o SteeringAngle: 11.00 (steering angle of the vehicle)
e Define the input DistanceFront.
o DistanceFront: 10.0 (distance to the preceding vehicle)

¢ Click on “Hold” for the defined inputs, i.e., receiveMessageType, platooninfoln, Velocity,
SteeringAngle and DistanceFront. This ensures that such values are kept throughout the
simulation.

e Click on the yellow arrow on the left-hand side to execute one simulation step.

e The output of the simulation is displayed on the right-hand side of the Simulator view. The
sent HB message can be seen in the output port platooninfoln.

3.5.6 Test Results

Check the output port platooninfoln. This port contains the member amount equals to 1 (i.e., an
EB message has been triggered by LDR). It also contains the ID of the sender (i.e., id: 1).

Status: PASSED WITH DEVIATIONS
Deviations from test procedure

HB messages include the vehicle's unique identifier (id), vehicle speed (velocity), and direction
(steering angle). It does not contain Geo-Position and Timestamp. We have not modelled GPS,
especially because our rovers do not support GPS. Our model specifies the notion of tick (as an
integer number) for managing and scheduling when vehicles sent or received messages. However,
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it does not record the actual time for when messages are, e.g., sent or received. Hence, we are not
considering timestamps in our simulations.

3.6 PMM_IF.4 _TC2

Test case to validate the sending of EB messages from the leader to the follower.

3.6.1 Security Requirements addressed

PMM_IF.4

3.6.2 Test preconditions

The leader of the platoon and 1 follower shall be defined. We refer to the leader as LDR and the
follower as FLW.

3.6.3 Expected test results

EB messages generated by LDR are sent to FLW.

3.6.4 Criteria for evaluating results

A HB message (triggering an emergency brake) is the type of message sent to FLW.

3.6.5 Test Procedure

The following steps will be carried out:
e Open AF3 and import the modelled CACC project

o Set the platoon state for “Leader” by clicking on the Platoon States component and selecting
the “Leader” state

o Open the AF3 Simulator view for the Platoon Management component, and click on Platoon
Info

¢ Define the input receiveMessageType.

o receiveMessageType: heartbeat(). This means that the sent message is a HB
message from LDR to FLW.

o Define the input platooninfoln that includes the following. Note that the numbers provided
below are examples only.

o amount: 1 (amount of vehicle platoons — in our model amount equals to 1 means that
LDR has triggered an emergency brake)

o id: 1 (unique identifier of LDR)

o leaderID: 1 (unique identifier of LDR)
e Define the inputs Velocity and SteeringAngle.

o Velocity: 4.0 (speed of the vehicle)

o SteeringAngle: 11.00 (steering angle of the vehicle)
o Define the input DistanceFront.

o DistanceFront: 10.0 (distance to the preceding vehicle)
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¢ Click on “Hold” for the defined inputs, i.e., receiveMessageType, platooninfoln, Velocity,
SteeringAngle and DistanceFront. This ensures that such values are kept throughout the
simulation.

e Click on the yellow arrow on the left-hand side to execute one simulation step.
e The output of the simulation is displayed on the right-hand side of the Simulator view. The
HB message can be seen in the output port sendMessageType.

3.6.6 Test Results
Check the output port sendMessageType. This port will display heartbeat() as output. This means
that a HB message is generated from LDR to FLW will be send to LDR. Check also the output port

platooninfoln. This port contains the member amount equals to 1 (i.e., an EB message has been
triggered by LDR).

Status: PASSED WITH DEVIATIONS
Deviations from test procedure

HB messages include the vehicle's unique identifier (id), vehicle speed (velocity), and direction
(steering angle). It does not contain Geo-Position and Timestamp. We have not modelled GPS,
especially because our rovers do not support GPS. Our model specifies the notion of tick (as an
integer number) for managing and scheduling when vehicles sent or received messages. However,
it does not record the actual time for when messages are, e.g., sent or received. Hence, we are not
considering timestamps in our simulations.

3.7 PMM_IF.5_TC1

Test case to validate the reception of incoming messages from VCM.

3.7.1 Security Requirements addressed

PMM_IF.5.1

3.7.2 Test preconditions

The leader of the platoon and 1 follower shall be defined. We refer to the leader as LDR and the
follower as FLW.

3.7.3 Expected test results

The gap information from the sensor is received by FLW.

3.7.4 Criteria for evaluating results

The received gap information is received by FLW and the local history is updated with its value. This
is displayed as output in the AF3 Simulator view.

3.7.5 Test Procedure

The following steps will be carried out:

e Open AF3 and import the modelled CACC project
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e Setthe platoon state for “Follower” by clicking on the Platoon States component and selecting
the “Follower” state

e Open the AF3 Simulator view for the Platoon Management component, and click on Platoon
Info

o Define the input receiveMessageType.

o receiveMessageType: heartbeat(). This means that the received message is a HB
message from LDR.

e Define the input platooninfoln that includes the following.
o amount: 2 (amount of vehicle platoons)
o id: 2 (unique identifier of FLW)
o leaderID: 1 (unique identifier of LDR)

o broadcastPlatoon:|
{distanceFront : 0.0, steeringAngle : 11.0, id : 1, position : 1, velocity : 5.0},
{distanceFront: 10.0, steeringAngle: 11.0, id: 2, position: 2, velocity: 4.9}]

(This variable contains the information broadcasted by LDR to FLW, including the
speed of LDR (5.0))

History: [[ distanceFront: 10.0, steeringAngle 11.0, id: 1, position: 1, velocity: 4.9]]
(history is a list of previous data from the current vehicle (in this case FLW). Note that
here history only contains 1 entry).

O

e Define the inputs Velocity and SteeringAngle.
o Velocity: 4.9 (speed of the vehicle)
o SteeringAngle: 11. O (steering angle of the vehicle)
e Define the input DistanceFront.
o DistanceFront: 9.7 (distance to the preceding vehicle)

¢ Click on “Hold” for the defined inputs, i.e., receiveMessageType, platooninfoln, Velocity,
SteeringAngle and DistanceFront. This ensures that such values are kept throughout the
simulation.

e Click on the yellow arrow on the left-hand side to execute one simulation step.
The input of the simulation can be seen on the left-hand side of the Simulator view. The
variable DistanceFront show the received gap information from the sensor.

3.7.6 Test Results

Check the output port DistanceFront. It shows the received gap information from the sensor. The
input of the simulation can be seen on the left-hand side of the Simulator view. Check also the output
port historyNew. It is updated with a new entry that includes the DistanceFront 9.7.

Status: PASSED WITH DEVIATIONS
Deviations from test procedure

HB messages include the vehicle's unique identifier (id), vehicle speed (velocity), direction (steering
angle), and gap to the next vehicle (distanceFront). It does not contain the distance to the edges of
the lane, because the modelled plausibility checks are currently not using this information. In our
model, however, the lane keeping assistance component receives this information from the sensors.
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3.8 PMM_IF.6_TC1

Test case to validate the outgoing information from the TOE to VCM.

3.8.1 Security Requirements addressed

PMM_IF.6

3.8.2 Test preconditions

The leader of the platoon and 1 follower shall be defined in the AF3 Simulator view. We refer to the
leader as LDR and the follower as FLW.

3.8.3 Expected test results

FLW adapts its speed based on the HB message received by LDR.

3.8.4 Criteria for evaluating results

The adapted speed value of FLW is shown as output of the Simulator view.

3.8.5 Test Procedure

The following steps will be carried out:
e Open AF3 and import the modelled CACC project

e Setthe platoon state for “Follower” by clicking on the Platoon States component and selecting
the “Follower” state

e Open the AF3 Simulator view for the Platoon Management component, and click on Platoon
Info

o Define the input receiveMessageType.

o receiveMessageType: heartbeat() . This means that the received message is a HB
message from LDR.

e Define the input platooninfoln that includes the following. Note that the numbers provided
below are examples only.

o amount: 2 (amount of vehicle platoons)
o id: 2 (unique identifier of FLW)
o leaderID: 1 (unique identifier of LDR)

o broadcastPlatoon:|
{distanceFront : 0.0, steeringAngle : 11.0, id : 1, position : 1, velocity : 5.0},
{distanceFront: 10.0, steeringAngle: 11.0, id: 2, position: 2, velocity: 4.0}]

(This variable contains the information broadcasted by LDR to FLW, including the
speed of LDR (5.0))

o Define the inputs Velocity and SteeringAngle.
o Velocity: 4.0 (speed of the vehicle)
o SteeringAngle: 11. O (steering angle of the vehicle)

o Define the input DistanceFront.
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3.8.6

o DistanceFront: 10.0 (distance to the preceding vehicle)

Click on “Hold” for the defined inputs, i.e., receiveMessageType, platooninfoln, Velocity,
SteeringAngle and DistanceFront. This ensures that such values are kept throughout the
simulation.

Click on the yellow arrow on the left-hand side to execute one simulation step.

The output of the simulation is displayed on the right-hand side of the Simulator view. The
adapted speed value of FLW can be seen in the output port platoonStoredNew.

Test Results

Check the output port platoonStoredNew. This port contains the adapted speed value (based on
the received HB message by LDR) in the member Velocity. This port also contains the steering
angle in the member SteeringAngle.

Status: PASSED

3.9

PMM_PC.1-2_TC1

Test case to validate that the TOE accepts data incoming from the VCS only if the data passes all
plausibility checks defined.

3.9.1

Security Requirements addressed

PMM_PC.1 and PMM_PC.2

3.9.2

Test preconditions

The leader of the platoon and 1 follower shall be defined in the AF3 Simulator view. We refer to the
leader as LDR and the follower as FLW.

3.9.3

Expected test results

FLW accepts incoming HB message if it passes the plausibility checks.

3.94

Criteria for evaluating results

The speed of FLW is changed only if it passes the plausibility checks; the changed speed is displayed
as output in the AF3 Simulator view.

3.95

Test Procedure

The following steps will be carried out:

Open AF3 and import the modelled CACC project

Set the platoon state for “Follower” by clicking on the Platoon States component and selecting
the “Follower” state

Open the AF3 Simulator view for the Platoon Management component, and click on Platoon
Info

Define the input receiveMessageType.
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o receiveMessageType: heartbeat() . This means that the received message is a HB
message from LDR.

e Define the input platooninfoln that includes the following. Note that the numbers provided
below are examples only.

o amount: 2 (amount of vehicle platoons)

o id: 2 (unique identifier of FLW)
o leaderID: 1 (unique identifier of LDR)
O

o broadcastPlatoon:|
{distanceFront : 0.0, steeringAngle : 11.0, id : 1, position : 1, velocity : 5.0},
{distanceFront: 10.0, steeringAngle: 11.0, id: 2, position: 2, velocity: 4.9}]

(This variable contains the information broadcasted by LDR to FLW, including the
speed of LDR (5.0))

History: [[distanceFront: 10.0, steeringAngle 11.0, id: 1, position: 1, velocity: 4.9]]
(history is a list of previous data from the current vehicle (in this case FLW). Note that
here history only contains 1 entry).

o

e Define the inputs Velocity and SteeringAngle.
o Velocity: 4.9 (speed of the vehicle)
o SteeringAngle: 11. O (steering angle of the vehicle)
e Define the input DistanceFront.
o DistanceFront: 10.0 (distance to the preceding vehicle)

¢ Click on “Hold” for the defined inputs, i.e., receiveMessageType, platooninfoln, Velocity,
SteeringAngle and DistanceFront. This ensures that such values are kept throughout the
simulation.

e Click on the yellow arrow on the left-hand side to execute one simulation step.
The output of the simulation is displayed on the right-hand side of the Simulator view. The
adapted speed value of FLW can be seen in the output port platoonStoredNew.

3.9.6 Test Results
Check the output port platoonStoredNew. This port contains the adapted speed value (based on
the received HB message by LDR) in the member Velocity. This is true because the received speed

(labelled as velocity) and distance front (labelled as distanceFront) did not deviate in 30% w.r.t to
the history.

Status: PASSED.

3.10 PMM_PC.1-2_TC2

Test case to validate that the TOE accepts data incoming from the VCS only if the data passes all
plausibility checks defined.

3.10.1 Security Requirements addressed

PMM_PC.1 and PMM_PC.2
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3.10.2 Test preconditions

The leader of the platoon and 1 follower shall be defined in the AF3 Simulator view. Note that more
than 1 follower could be defined for this test, however only 1 follower is sufficient. We refer to the
leader as LDR and the follower as FLW.

3.10.3 Expected test results

FLW does not accept incoming HB message if it does not pass the plausibility checks.

3.10.4 Criteria for evaluating results

The speed of FLW is not changed if it does pass the plausibility checks; the current speed of FLW
remains unchanged as displayed as output in the AF3 Simulator view.

3.10.5 Test Procedure

The following steps will be carried out:
e Open AF3 and import the modelled CACC project

e Setthe platoon state for “Follower” by clicking on the Platoon States component and selecting
the “Follower” state

o Open the AF3 Simulator view for the Platoon Management component, and click on Platoon
Info

¢ Define the input receiveMessageType.

o receiveMessageType: heartbeat() . This means that the received message is a HB
message from LDR.

o Define the input platooninfoln that includes the following. Note that the numbers provided
below are examples only.

o amount: 2 (amount of vehicle platoons)

id: 2 (unique identifier of FLW)
leaderID: 1 (unique identifier of LDR)

o broadcastPlatoon:|
{distanceFront : 0.0, steeringAngle : 11.0, id : 1, position : 1, velocity : 25.0},
{distanceFront: 10.0, steeringAngle: 11.0, id: 2, position: 2, velocity: 4.9}]

O O

(This variable contains the information broadcasted by LDR to FLW, including the
speed of LDR (25.0))

History: [[ distanceFront: 10.0, steeringAngle 11.0, id: 1, position: 1, velocity: 4.9]]
(history is a list of previous data from the current vehicle (in this case FLW). Note that
here history only contains 1 entry).

o

e Define the inputs Velocity and SteeringAngle.

o Velocity: 4.9 (speed of the vehicle)

o SteeringAngle: 11. O (steering angle of the vehicle)
e Define the input DistanceFront.

o DistanceFront: 10.0 (distance to the preceding vehicle)
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Click on “Hold” for the defined inputs, i.e., receiveMessageType, platooninfoln, Velocity,
SteeringAngle and DistanceFront. This ensures that such values are kept throughout the
simulation.

Click on the yellow arrow on the left-hand side to execute one simulation step.
The output of the simulation is displayed on the right-hand side of the Simulator view. The
speed of FLW remains unchanged as shown in the output port platoonStoredNew.

3.10.6 Test Results

Check the output port platoonStoredNew. This port contains the adapted speed value (based on
the received HB message by LDR) in the member Velocity. This is true because the received speed
(labelled as velocity) did deviate in 30% w.r.t to the history.

Status: PASSED.

3.11 PMM_VCS-HPC.1_TC1

Test case to validate the maintenance of a heart-beat data history.

3.11.1 Security Requirements addressed

PMM_VCS-HPC.1

3.11.2 Test preconditions

The leader of the platoon and 1 follower shall be defined. We refer to the leader as LDR and the
follower as FLW.

3.11.3 Expected test results

FLW stores relevant data from HB messages sent to LDR, including the speed and steering angle.

3.11.4 Criteria for evaluating results

The history of previous HB messages (sent to LDR) are displayed as output in the AF3 Simulator

view.

3.11.5 Test Procedure

The following steps will be carried out:

Open AF3 and import the modelled CACC project

Set the platoon state for “Follower” by clicking on the Platoon States component and selecting
the “Follower” state

Open the AF3 Simulator view for the Platoon Management component, and click on Platoon
Info

Define the input receiveMessageType.

o receiveMessageType: heartbeat(). This means that the received message is a HB
message from LDR.
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o Define the input platooninfoln that includes the following. Note that the numbers provided
below are examples only.

o amount: 2 (amount of vehicle platoons)

o id: 2 (unique identifier of FLW)
o leaderID: 1 (unique identifier of LDR)
O

o broadcastPlatoon:[
{distanceFront : 0.0, steeringAngle : 11.0, id : 1, position : 1, velocity : 5.0},
{distanceFront: 10.0, steeringAngle: 11.0, id: 2, position: 2, velocity: 4.9}]

(This variable contains the information broadcasted by LDR to FLW, including the
speed of LDR (5.0))

History: [[ distanceFront: 10.0, steeringAngle 11.0, id: 1, position: 1, velocity: 4.9]]
(history is a list of previous data from the current vehicle (in this case FLW). Note that
here history only contains 1 entry).

(0]

o Define the inputs Velocity and SteeringAngle.
o Velocity: 4.9 (speed of the vehicle)
o SteeringAngle: 11.0 (steering angle of the vehicle)
e Define the input DistanceFront.
o DistanceFront: 10.0 (distance to the preceding vehicle)

¢ Click on “Hold” for the defined inputs, i.e., receiveMessageType, platooninfoln, Velocity,
SteeringAngle and DistanceFront. This ensures that such values are kept throughout the
simulation.

e Click on the yellow arrow on the left-hand side to execute one simulation step.
e The output of the simulation is displayed on the right-hand side of the Simulator view. The
stored information based on the received HB can be seen in the output port historyNew.

3.11.6 Test Results

Check the output port historyNew. This port contains now two entries with relevant information
(e.g., velocity) from the received HB message sent by LDR.

Status: PASSED

3.12 PMM_VCS_HPC.2_TC1

Test case to validate that the TOE accepts HB messages consistent to the history.

3.12.1 Security Requirements addressed

PMM_VCS_HPC.2.1

3.12.2 Test preconditions

The leader of the platoon and 1 follower shall be defined. We refer to the leader as LDR and the
follower as FLW.
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3.12.3 Expected test results

FLW only updates the history if the speed or distance front value deviate less than 30% w.r.t. the
average of the last values from the history. Otherwise, the incoming HB message from LDR is
dropped and history is not updated.

3.12.4 Criteria for evaluating results

The history is not updated when any of the plausibility checks failed (i.e., deviate more than 30%). It
means the variable historyOld is equal to historyNew displayed as input and output in the AF3
Simulator view, respectively.

3.12.5 Test Procedure

The following steps will be carried out:
e Open AF3 and import the modelled CACC project

e Setthe platoon state for “Follower” by clicking on the Platoon States component and selecting
the “Follower” state

e Open the AF3 Simulator view for the Platoon Management component, and click on Platoon
Info

¢ Define the input receiveMessageType.

o receiveMessageType: heartbeat(). This means that the received message is a HB
message from LDR.

e Define the input platooninfoln that includes the following. Note that the numbers provided
below are examples only.

o amount: 2 (amount of vehicle platoons)

id: 2 (unique identifier of FLW)
leaderID: 1 (unique identifier of LDR)

o broadcastPlatoon:|
{distanceFront : 0.0, steeringAngle : 11.0, id : 1, position : 1, velocity : 15.0},
{distanceFront: 10.0, steeringAngle: 11.0, id: 2, position: 2, velocity: 4.9}]

o O

(This variable contains the information broadcasted by LDR to FLW, including the
speed of LDR (15.0))

History: [[ distanceFront: 10.0, steeringAngle 11.0, id: 1, position: 1, velocity: 4.9]]
(history is a list of previous data from the current vehicle (in this case FLW). Note that
here history only contains 1 entry).

O

e Define the inputs Velocity and SteeringAngle.
o Velocity: 4.9 (speed of the vehicle)
o SteeringAngle: 11.0 (steering angle of the vehicle)
e Define the input DistanceFront.
o DistanceFront: 10.0 (distance to the preceding vehicle)

¢ Click on “Hold” for the defined inputs, i.e., receiveMessageType, platooninfoln, Velocity,
SteeringAngle and DistanceFront. This ensures that such values are kept throughout the
simulation.

e Click on the yellow arrow on the left-hand side to execute one simulation step.
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e The output of the simulation is displayed on the right-hand side of the Simulator view. The
unchanged history can be seen in the output port historyNew.

3.12.6 Test Results

Check both the input port historyOld and the output port historyNew. The data stored in historyOld
is equal to historyNew. That is, historyNew will contain the same data inserted as input (i.e., [[
distanceFront: 10.0, steeringAngle 11.0, id: 1, position: 1, velocity: 4.9]]). This is true because the
received speed from LDR deviates in more than 30% w.r.t. the average of the local history. As a
result, the local history is not updated.

Status: PASSED.

3.13 PMM_VCS_HPC.2_TC2

Test case to validate that the TOE accepts HB messages consistent to the history.

3.13.1 Security Requirements addressed

PMM_VCS_HPC.2.1

3.13.2 Test preconditions

The leader of the platoon and 1 follower shall be defined. We refer to the leader as LDR and the
follower as FLW.

3.13.3 Expected test results

FLW updates the history when the speed and distance front value does not deviate in more than
30% w.r.t. the average of the last values from the history.

3.13.4 Criteria for evaluating results

The history is not updated when any of the plausibility checks failed (i.e., deviate more than 30%). It
means the variable historyOld is equal to historyNew displayed as input and output in the AF3
Simulator view, respectively.

3.13.5 Test Procedure

The following steps will be carried out:
e Open AF3 and import the modelled CACC project

e Setthe platoon state for “Follower” by clicking on the Platoon States component and selecting
the “Follower” state

e Open the AF3 Simulator view for the Platoon Management component, and click on Platoon
Info

e Define the input receiveMessageType.

o receiveMessageType: heartbeat(). This means that the received message is a HB
message from LDR.

e Define the input platooninfoln that includes the following. Note that the numbers provided
below are examples only.
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amount: 2 (amount of vehicle platoons)

id: 2 (unique identifier of FLW)
leaderID: 1 (unique identifier of LDR)

o broadcastPlatoon:[
{distanceFront : 0.0, steeringAngle : 11.0, id : 1, position : 1, velocity : 5.0},
{distanceFront: 10.0, steeringAngle: 11.0, id: 2, position: 2, velocity: 4.9}]

o

o O

(This variable contains the information broadcasted by LDR to FLW, including the
speed of LDR (5.0))

History: [[ distanceFront: 10.0, steeringAngle 11.0, id: 1, position: 1, velocity: 4.9]]
(history is a list of previous data from the current vehicle (in this case FLW). Note that
here history only contains 1 entry).

(0]

o Define the inputs Velocity and SteeringAngle.
o Velocity: 4.9 (speed of the vehicle)
o SteeringAngle: 11.0 (steering angle of the vehicle)
e Define the input DistanceFront.
o DistanceFront: 10.0 (distance to the preceding vehicle)

o Click on “Hold” for the defined inputs, i.e., receiveMessageType, platooninfoln, Velocity,
SteeringAngle and DistanceFront. This ensures that such values are kept throughout the
simulation.

e Click on the yellow arrow on the left-hand side to execute one simulation step.

¢ The output of the simulation is displayed on the right-hand side of the Simulator view. The
changed history can be seen in the output port historyNew.

3.13.6 Test Results
Check both the input port historyOIld and the output port historyNew. The data stored in historyNew
is different from the date stored in historyOld. That is, historyNew will contain the following data

([[distanceFront: 10.0, steeringAngle 11.0, id: 1, position: 1, velocity: 4.9], [distanceFront: 10.0,
steeringAngle 11.0, id: 1, position: 1, velocity: 5.0])).

Status: PASSED.
3.14 PMM_VCS-HPC.3 TC1

Test case to validate that the TOE accepts HB messages (triggering EB) consistent to the sensor
data history.

3.14.1 Security Requirements addressed

PMM_VCS-HPC.3.1

3.14.2 Test preconditions

The leader of the platoon and 1 follower shall be defined. We refer to the leader as LDR and the
follower as FLW.

SPARTA D5.4 - Appendix B Public Page 23 of 36



P

D5.4 Appendix B — ATE — Tests — Vertical 1 Scenario 1 (AutoFOCUS3) SPARTA

3.14.3 Expected test results

FLW does not trigger an EB if the sensor-based plausibility check fails.

3.14.4 Criteria for evaluating results

The variable EB is not set to true when the incoming HB (triggering an EB) does not pass the sensor-
based plausibility check, as displayed in the output of the AF3 Simulator view.

3.14.5 Test Procedure

The following steps will be carried out:

Open AF3 and import the modelled CACC project

Set the platoon state for “Follower” by clicking on the Platoon States component and selecting
the “Follower” state

Open the AF3 Simulator view for the Platoon Management component, and click on Platoon
Info

Define the input receiveMessageType.

o receiveMessageType: heartbeat() . This means that the received message is a HB
message from LDR.

Define the input platooninfoln that includes the following. Note that the numbers provided
below are examples only.

o amount: 1 (amount of vehicle platoons)

id: 2 (unique identifier of FLW)
leaderID: 1 (unique identifier of LDR)

o broadcastPlatoon:|
{distanceFront : 0.0, steeringAngle : 11.0, id : 1, position : 1, velocity : 8.0},
{distanceFront: 10.0, steeringAngle: 11.0, id: 2, position: 2, velocity: 4.9}]

o O

(This variable contains the information broadcasted by LDR to FLW, including the
speed of LDR (8.0))

History: [[distanceFront: 10.0, steeringAngle 11.0, id: 1, position: 1, velocity: 4.9],
[distanceFront: 9.8, steeringAngle 11.0, id: 1, position: 1, velocity: 4.9]] (history is a
list of previous data from the current vehicle (in this case FLW). Note that here history
only contains 2 entries).

O

Define the inputs Velocity and SteeringAngle.

o Velocity: 4.9 (speed of the vehicle)

o SteeringAngle: 11.0 (steering angle of the vehicle)
Define the input DistanceFront.

o DistanceFront: 39.8 (distance to the preceding vehicle)

Click on “Hold” for the defined inputs, i.e., receiveMessageType, platooninfoln, Velocity,
SteeringAngle and DistanceFront. This ensures that such values are kept throughout the
simulation.

Click on the yellow arrow on the left-hand side to execute one simulation step.

The output of the simulation is displayed on the right-hand side of the Simulator view. EB
displays that FLW will not stop the vehicle.
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3.14.6 Test Results

Check the output port EB. This port is set to false since the sensor-based plausibility check has
failed, i.e., DistanceFront (i.e., 39.8) did deviate in 30% w.r.t. the history.

Status: PASSED

3.15 PMM_VCS-HPC.3_TC2

Test case to validate that the TOE accepts HB messages (triggering EB) consistent to the sensor
data history.

3.15.1 Security Requirements addressed

PMM_VCS-HPC.3.1

3.15.2 Test preconditions

The leader of the platoon and 1 follower shall be defined. We refer to the leader as LDR and the
follower as FLW.

3.15.3 Expected test results

FLW does trigger an EB if the sensor-based plausibility check does not fail.

3.15.4 Criteria for evaluating results

The variable EB is set to true when the incoming HB (triggering an EB) does passes the sensor-
based plausibility check, as displayed in the output of the AF3 Simulator view.

3.15.5 Test Procedure

The following steps will be carried out:
e Open AF3 and import the modelled CACC project

e Setthe platoon state for “Follower” by clicking on the Platoon States component and selecting
the “Follower” state

e Open the AF3 Simulator view for the Platoon Management component, and click on Platoon
Info

o Define the input receiveMessageType.

o receiveMessageType: heartbeat(). This means that the received message is a HB
message from LDR.

e Define the input platooninfoln that includes the following. Note that the numbers provided
below are examples only.

o amount: 1 (amount of vehicle platoons)

o id: 2 (unique identifier of FLW)
o leaderID: 1 (unique identifier of LDR)

o broadcastPlatoon:|
{distanceFront : 0.0, steeringAngle : 11.0, id : 1, position : 1, velocity : 8.0},
{distanceFront: 10.0, steeringAngle: 11.0, id: 2, position: 2, velocity: 4.9}]
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(This variable contains the information broadcasted by LDR to FLW, including the
speed of LDR (8.0))

o History: [[distanceFront: 10.0, steeringAngle 11.0, id: 1, position: 1, velocity: 4.9],
[distanceFront: 9.8, steeringAngle 11.0, id: 1, position: 1, velocity: 4.9]] (history is a
list of previous data from the current vehicle (in this case FLW). Note that here history
only contains 2 entries).

o Define the inputs Velocity and SteeringAngle.
o Velocity: 4.9 (speed of the vehicle)
o SteeringAngle: 11.0 (steering angle of the vehicle)
e Define the input DistanceFront.
o DistanceFront: 9.8 (distance to the preceding vehicle)

¢ Click on “Hold” for the defined inputs, i.e., receiveMessageType, platooninfoln, Velocity,
SteeringAngle and DistanceFront. This ensures that such values are kept throughout the
simulation.

e Click on the yellow arrow on the left-hand side to execute one simulation step.

e The output of the simulation is displayed on the right-hand side of the Simulator view. EB
displays that FLW will not stop the vehicle.

3.15.6 Test Results

Check the output port EB. This port is set to true since the sensor-based plausibility check has not
failed, i.e., DistanceFront (i.e., 9.8) did not deviate in 30% w.r.t. the history.

Status: PASSED
3.16 PMM_VCS-SPC.1_TC1

Test case to validate the maintenance of a history of gaps to the vehicle in front measured by the
sensors data history.

3.16.1 Security Requirements addressed

PMM_VCS-SPC.1.1

3.16.2 Test preconditions

The leader of the platoon and 1 follower shall be defined. We refer to the leader as LDR and the
follower as FLW.

3.16.3 Expected test results

FLW stores previous received gap information from the sensor.

3.16.4 Criteria for evaluating results

The local history of FLW is updated with incoming sensor information. The new local history is
displayed as output in the AF3 Simulator view.
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3.16.5 Test Procedure

The following steps will be carried out:

Open AF3 and import the modelled CACC project

Set the platoon state for “Follower” by clicking on the Platoon States component and selecting
the “Follower” state

Open the AF3 Simulator view for the Platoon Management component, and click on Platoon
Info

Define the input receiveMessageType.

o receiveMessageType: heartbeat(). This means that the received message is a HB
message from LDR.

Define the input platooninfoln that includes the following. Note that the numbers provided
below are examples only.

o amount: 2 (amount of vehicle platoons)
o id: 2 (unique identifier of FLW)
o leaderID: 1 (unique identifier of LDR)

o broadcastPlatoon:|
{distanceFront : 0.0, steeringAngle : 11.0, id : 1, position : 1, velocity : 5.0},
{distanceFront : 10.0, steeringAngle : 11.0, id : 2, position : 2, velocity : 4.9} ]

(This variable contains the information broadcasted by LDR to FLW, including the
speed of LDR (5.0))

History: [[ distanceFront: 10.0, steeringAngle 11.0, id: 1, position: 1, velocity: 4.9]]
(history is a list of previous data from the current vehicle (in this case FLW). Note that
here history only contains 1 entry).

o

Define the inputs Velocity and SteeringAngle.

o Velocity: 4.9 (speed of the vehicle)

o SteeringAngle: 11.0 (steering angle of the vehicle)
Define the input DistanceFront.

o DistanceFront: 9.8 (distance to the preceding vehicle)

Click on “Hold” for the defined inputs, i.e., receiveMessageType, platooninfoln, Velocity,
SteeringAngle and DistanceFront. This ensures that such values are kept throughout the
simulation.

Click on the yellow arrow on the left-hand side to execute one simulation step.

The output of the simulation is displayed on the right-hand side of the Simulator view. The
result can be seen in the output port historyNew.

3.16.6 Test Results

Check the output port historyNew. This port contains a new entry with DistanceFront value 9.8.
Status: PASSED

3.17 PMM_VCS-SPC.2-3-HPC.1-2_TC1

Test case to validate that the TOE accepts HB messages consistent to the sensor data history.
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3.17.1 Security Requirements addressed

PMM_VCS-SPC.2
PMM_VCS-SPC.3
PMM_VCS-HPC.1
PMM_VCS-HPC.2

3.17.2 Test preconditions

The leader of the platoon and 1 follower shall be defined. We refer to the leader as LDR and the
follower as FLW.

3.17.3 Expected test results

FLW does not update the speed of the vehicle if the sensor-based plausibility check fails.

3.17.4 Criteria for evaluating results

The speed of FLW is not updated after receiving a HB message from LDR that does not pass the
sensor-based plausibility check. The speed of FLW remains unchanged as can be seen in the input
and output of the AF3 Simulator view.

3.17.5 Test Procedure

The following steps will be carried out:

Open AF3 and import the modelled CACC project

Set the platoon state for “Follower” by clicking on the Platoon States component and selecting
the “Follower” state

Open the AF3 Simulator view for the Platoon Management component, and click on Platoon
Info

Define the input receiveMessageType.

o receiveMessageType: heartbeat(). This means that the received message is a HB
message from LDR.

Define the input platooninfoln that includes the following. Note that the numbers provided
below are examples only.

o amount: 2 (amount of vehicle platoons)

o id: 2 (unique identifier of FLW)
o leaderID: 1 (unique identifier of LDR)

o broadcastPlatoon:|
{distanceFront : 0.0, steeringAngle : 11.0, id : 1, position : 1, velocity : 8.0},
{distanceFront: 10.0, steeringAngle: 11.0, id: 2, position: 2, velocity: 4.9}]

(This variable contains the information broadcasted by LDR to FLW, including the
speed of LDR (8.0))

o History: [[ distanceFront: 10.0, steeringAngle 11.0, id: 1, position: 1, velocity: 4.9]]
(history is a list of previous data from the current vehicle (in this case FLW). Note that
here history only contains 1 entry).

Define the inputs Velocity and SteeringAngle.
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o Velocity: 4.9 (speed of the vehicle)
o SteeringAngle: 11.0 (steering angle of the vehicle)
o Define the input DistanceFront.
o DistanceFront: 9.8 (distance to the preceding vehicle)

e Click on “Hold” for the defined inputs, i.e., receiveMessageType, platooninfoln, Velocity,
SteeringAngle and DistanceFront. This ensures that such values are kept throughout the
simulation.

e Click on the yellow arrow on the left-hand side to execute one simulation step.

e The output of the simulation is displayed on the right-hand side of the Simulator view. The
result in displayed in the output port platoonStoredNew.

3.17.6 Test Results
Check both the input port platoonStoredOld the output port platoonStoredNew. The data from

these two ports are the same because the speed value received by LDR did not pass the sensor-
based plausibility check.

Status: PASSED

3.18 PMM_VCS-SPC.2-3-HPC.1-2_TC2

Test case to validate that the TOE accepts HB messages consistent to the sensor data history.

3.18.1 Security Requirements addressed
PMM_VCS-SPC.2
PMM_VCS-SPC.3

PMM_VCS-HPC.1
PMM_VCS-HPC.2

3.18.2 Test preconditions

The leader of the platoon and 1 follower shall be defined. We refer to the leader as LDR and the
follower as FLW.

3.18.3 Expected test results

FLW does update the speed of the vehicle if the sensor-based plausibility check does not fail.

3.18.4 Criteria for evaluating results

The speed of FLW is updated after receiving a HB message from LDR since it does pass the sensor-
based plausibility check. The speed of FLW is adapted as displayed in the AF3 Simulator view.

3.18.5 Test Procedure

The following steps will be carried out:

e Open AF3 and import the modelled CACC project
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e Setthe platoon state for “Follower” by clicking on the Platoon States component and selecting
the “Follower” state

o Open the AF3 Simulator view for the Platoon Management component, and click on Platoon
Info

o Define the input receiveMessageType.

o receiveMessageType: heartbeat(). This means that the received message is a HB
message from LDR.

e Define the input platooninfoln that includes the following. Note that the numbers provided
below are examples only.

o amount: 2 (amount of vehicle platoons)

id: 2 (unique identifier of FLW)
leaderID: 1 (unique identifier of LDR)

o broadcastPlatoon:|
{distanceFront : 0.0, steeringAngle : 11.0, id : 1, position : 1, velocity : 5.0},
{distanceFront: 10.0, steeringAngle: 11.0, id: 2, position: 2, velocity: 4.9}]

o O

(This variable contains the information broadcasted by LDR to FLW, including the
speed of LDR (5.0))

History: [[ distanceFront: 10.0, steeringAngle 11.0, id: 1, position: 1, velocity: 4.9]]
(history is a list of previous data from the current vehicle (in this case FLW). Note that
here history only contains 1 entry).

o

e Define the inputs Velocity and SteeringAngle.
o Velocity: 4.9 (speed of the vehicle)
o SteeringAngle: 11.0 (steering angle of the vehicle)
e Define the input DistanceFront.
o DistanceFront: 9.8 (distance to the preceding vehicle)

¢ Click on “Hold” for the defined inputs, i.e., receiveMessageType, platooninfoln, Velocity,
SteeringAngle and DistanceFront. This ensures that such values are kept throughout the
simulation.

e Click on the yellow arrow on the left-hand side to execute one simulation step.

e The output of the simulation is displayed on the right-hand side of the Simulator view. The
result in displayed in the output port platoonStoredNew.

3.18.6 Test Results

Check both the input port platoonStoredOld the output port platoonStoredNew. The data from
these two ports are different because the velocity of FLW has been adapted (see new velocity in
platoonStoredNew). This is true because the incoming HB message (incl. velocity of LDR) did pass
the sensor-based plausibility check.

Status: PASSED
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Chapter 4

Test Summary Coverage

This chapter shows the completeness of tests coverage: each test covers at least one requirement,
and every requirement has been tested at least by one test.

The following Table 2 demonstrates that each test cover at least one requirement.

Test ID Requirement code Results (including Notes
section reference)
PMM_IF.1 PASSED WITH GPS, timestamp, and
PMM IF.1 TC1 DEVIATIONS (3.1.6) d|g|t'a}lly signed
- - certificates are not
modelled
PMM_IF.1 PASSED WITH | GPS, timestamp, and
PMM IE.1 TC2 DEVIATIONS (3.2.6) d|g|t_a_lly signed
- = certificates are  not
modelled
PMM_IF.2 PASSED WITH | GPS, timestamp, and
PMM IE2 TC1 DEVIATIONS (3.3.6) d|g|t_a_lly signed
- = certificates are  not
modelled
PMM_IF.3 PASSED WITH | Timestamp and digitally
PMM_IF.3_TC1 DEVIATIONS (3.4.6) signed certificates are
not modelled.
PMM_IF.4 PASSED WITH GPS and timestamp are
PMM_IF.4_TC1 DEVIATIONS (3.5.6) not modelled
PMM_IF.4 PASSED WITH GPS and timestamp are
PMM_IF.4_TC2 DEVIATIONS (3.6.6) not modelled
PMM_IF.5 PASSED WITH | Distance to the edges of
PMM_IF.5_TC1 DEVIATIONS (3.7.6) the lane not modelled
PMM_IF.6_TC1 PMM_IF.6 PASSED (3.8.6) -
PMM_PC.1 PASSED (3.9.6) -
PMM_PC.1-2_TC1
PMM_PC.2
PMM_PC.1 PASSED (3.9.6) -
PMM_PC.1-2_TC2
PMM_PC.2

PMM_VCS-HPC.1_TC1

PMM_VCS-HPC.1

PASSED (3.11.6)

PMM_VCS-HPC.2_TC1

PMM_VCS-HPC.2

PASSED (3.12.6)

PMM_VCS-HPC.2_TC2

PMM_VCS-HPC.2

PASSED (3.12.6)

PMM_VCS-HPC.3_TC1

PMM_VCS-HPC3.

PASSED (3.14.6)

PMM_VCS-HPC.3_TC2

PMM_VCS-HPC3.

PASSED (3.15.6)

PMM_VCS-SPC.1_TC1

PMM_VCS-SPC.1

PASSED (3.16.6)
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Test ID

Requirement code

Results (including

section reference)

PMM_VCS-SPC.2-3-
HPC.1-2_TC1

PMM_VCS-SPC.2
PMM_VCS-SPC.3
PMM_VCS-HPC.1
PMM_VCS-HPC.2

PASSED (3.17.6)

PMM_VCS-SPC.2-3-
HPC.1-2_TC2

PMM_VCS-SPC.2
PMM_VCS-SPC.3
PMM_VCS-HPC.1
PMM_VCS-HPC.2

PASSED (3.18.6)

Table 2: Test Summary Coverage (Tests vs Requirements)

The following Table 3 demonstrates that each requirement has been verified at least through one

test.

Requirement code

Test ID

Results

section reference)

(including

Notes

GPS, timestamp, and

PASSED WITH digitally signed
PMM_IF.1_TC1, DEVIATIONS (3.1.6) certificates are not
modelled
PMM_IF.1
PASSED WITH GPS, timestamp, and
PMM IE.1 TC2 DEVIATIONS (3.2.6) dlgl_tally signed
- = certificates are not
modelled
PASSED WITH GPS, timestamp, and
PMM IE.2 PMM IE2 TC1 DEVIATIONS (3.3.6) dlgl_tally signed
- - = certificates are not
modelled
PASSED WITH Timestamp and
PMM IF.3 PMM IE3 TC1 DEVIATIONS (3.4.6) dlg!tally signed
- - = certificates are not
modelled.
PASSED WITH GPS and timestamp
PMM_IF.4_TC1 DEVIATIONS (3.5.6) are not modelled
PMM_IF.4
PASSED WITH GPS and timestamp
PMM_IF.4_TC2 DEVIATIONS (3.6.6) are not modelled
Distance to the edges
PASSED WITH
PMM_IF.5 PMM_IF.5_TC1 DEVIATIONS (3.7.6) of the lane not
modelled
PMM_IF.6 PMM_IF.6_TC1 PASSED (3.8.6) -
PMM_PC.1 PMM_PC.1-2 TC1 PASSED (3.9.6) -
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Requirement code Test ID Results (including Notes

section reference)

PMM_PC.1-2_TC2

PASSED (3.9.6)

PMM_PC.2

PMM_PC.1-2_TC1

PASSED (3.9.6)

PMM_PC.1-2_TC2

PASSED (3.9.6)

PMM_VCS-HPC.1

PMM_VCS-HPC.1_TC1

PASSED (3.11.6)

PMM_VCS-SPC.2-3-
HPC.1-2_TC1

PASSED (3.17.6)

PMM_VCS-SPC.2-3-
HPC.1-2_TC2

PASSED (3.18.6)

PMM_VCS-HPC.2

PMM_VCS-HPC.2_TC1

PASSED (3.12.6)

PMM_VCS-HPC.2_TC2

PASSED (3.12.6)

PMM_VCS-SPC.2-3-
HPC.1-2_TC1

PASSED (3.17.6)

PMM_VCS-SPC.2-3-
HPC.1-2_TC2

PASSED (3.18.6)

PMM_VCS-HPC.3

PMM_VCS-HPC.3_TC1

PASSED (3.14.6)

PMM_VCS-HPC.3_TC2

PASSED (3.15.6)

PMM_VCS-SPC.1

PMM_VCS-SPC.1_TC1

PASSED (3.16.6)

PMM_VCS-SPC.2

PMM_VCS-SPC.2-3-
HPC.1-2_TC1

PASSED (3.17.6)

PMM_VCS-SPC.2-3-
HPC.1-2_TC2

PASSED (3.18.6)

PMM_VCS-SPC.3

PMM_VCS-SPC.2-3-
HPC.1-2_TC1

PASSED (3.17.6)

PMM_VCS-SPC.2-3-
HPC.1-2_TC2

PASSED (3.18.6)

Table 3: Test Summary Coverage (Requirements vs Tests)
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The following matrix (Table 4) shows the complete coverage between Security Functional
Requirements and tests.

T'OdH-SOA WINd

¢’ OdH-SOA WINd

€' 0dH-SOA WINd

T'0dS-SOA NINd

T4 AN
Z' 4 WIANd
4l NNd
¥4 WA
g4l NN
T'0d WIAd
2°0d ININD
Z2°0dS-SOA WIAC
€'0dS-SOA WA

94l NN

PMM_IF.1_TC1

PMM_IF.1_TC2

PMM_IF.2_TC1

PMM_IF.3_TC1

PMM_IF.4_TC1

PMM_IF.4_TC2

PMM_IF.5_TC1

PMM_IF.6_TC1

PMM_PC.1-2_TC1

PMM_PC.1-2_TC2

PMM_VCS-
HPC.1_TC1

PMM_VCS-
HPC.2_TC1

PMM_VCS-
HPC.2_TC2

PMM_VCS-
HPC.3_TC1

PMM_VCS-
HPC.3_TC2

PMM_VCS-
SPC.1_TC1

PMM_VCS-SPC.2-3-
HPC.1-2_TC1

PMM_VCS-SPC.2-3-
HPC.1-2_TC2

Table 4: Matrix of test coverage
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Chapter 5 List of Abbreviations

Abbreviation Translation

ACC Adaptive Cruise Control

CACC Cooperative Adaptive Cruise Control
HB Heartbeat

PMM Platoon Management Module

TC Test Case

TOE Target Of Evaluation

TSF TOE Security Functionality

VCM Vehicle Communication System
VCS Vehicle Control Module

LDR Leader (leader of the platoon)
FLW Follower (a follower in the platoon)
AF3 AutoFOCUS3
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